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A Study on Dynamic Configuration of Attacker Blocking Time
through Linux Log Analysis
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ABSTRACT

Network firewalls are a key security element that protects internal resources from security attacks. However,
as the number of firewall rules increases, the performance of firewalls degrades and the management burden
increases. In particular, small-capacity firewalls can accommodate only a limited number of rules, making it
difficult to defend against persistent attacks. This study proposes the MALP (More Attack, Longer Penalty)
algorithm that can dynamically set the attack blocking time to mitigate the lack of rule capacity and
performance degradation problems. MALP adaptively increases the blocking time when subsequent attacks are
detected during the penalty time. It leverages data features such as attack intervals, obtained by Linux logs
collected from a host-based intrusion detection system. Computer simulation showed that the proposed
algorithm yielded an 81.22% performance improvement, effectively blocking attacks with a small number of

firewall rules.
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Fig. 1. High-level overview of research goal.
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Fig. 2. Flow of processing logs.

E 1. 23 A2 A9 ¢
Table 1. Example of processing a log

Apr 18 00:02:11 localhost sshd[12005]:
refused connect from 120.*.*.32
(120.*.*.32)

<rule id="2503" level="6">
<pcre2>"refused connect from|</pcre2>

rule <description>[description]</description>
<group>access_denied,</group>

</rule>

** Alert [event_id]:

2024 Apr 18 00:02:13

([victim]) [IP addr. of victim]->[log file]
Rule: 2503 (level 6) -> ’[description].’
Src IP: 120.*.*.32

Apr 18 00:02:11 localhost sshd[12005]:
refused connect from 120.*.*.32
(120.*.%.32)

2024 Apr 18 00:02:13 KST 2024 [script
active a] add - 120.%.*.32 [event_id] 2503
response | 2024 Apr 18 00:12:13 KST 2024 [script
d] delete - 120.*.*.32 [event_id] 2503

log

alerts
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X 2. active-responses.log®] ¥l
Table 2. Format of active-responses.log

H 4. CSV e
Table 4. Format of CSV file

<timestamp><script_name><action><user><IP><alert_id
><rule_id>[additional_data]

<timestamp>,<attacker>,<victim>,<rule_id>,<group>,
<attack_country>,...,<attack_weekday>

Mon Mar 25 07:58:35 KST 2024 [script a] add -
120.*%.%.32 1711320485.1476072 30107

1371 active-responses.log IS FIrk  ac-
tive-responses.logi= Alo] A7} 2 Aol A] A
gk A At 2 S WEe] 2aF ¥ 20 Holw
e = A3t} HTTPS} Mail AB]2E 20234 19
$E] 1249714, SSHD= 54 794E] 129717]¢] 2
= £213)c). SSHD AH]~9] 215 usl] ¢s)
s 717 59t TCPWrappers AA3HA] ¥gkw
OSSEC HIDS&Rt 374< wloigich
X 29] <IP>E FAAL] IP F40]AL <rule_id>E
OSSECellA] Aelat 34 FF2lolct ol B, 34
Z] 30107+ ‘Code Red’ 345 2Jvighch £ d7ilA
ARl AN 34 FAES Au|aEE BRshd 13
T} 2t} OSSEC 349 -8} Hlko) we} AlZte
[e)
hn

[e}
(£ 39 level)S AAZIT) Al =7} 6 olAel 34

E 3. rule ID2] A9
Table 3. Description of rule ID

A 2hdE L 6 viRkel 34 B4 A7 F]E 133]
ol TR =M ApdRlel Apk A7k 600 AR

active-responses.log I} ol| Zg% 7HE ol E 2
I deld A4S Sls & 43 22 e
CSV(Comma-Separated Values) Z}d =2 7413},
53 34 A 7oz A2 I (<group>) &
‘http’, ‘sshd’, ‘mail’ 2 73127 GeoLite2 tlo]E]H]
o]AIE olgd P FAENE 7} AHN(<at-
tack_country>)5- E53Ic}. o] L% IP T4
A s Bl oulE(e], 29l A 5o T
= 34 A 2735 CSV FlellA AlAFck OSSEC
ASM TZollA= wl|AR] o] 3 23t An] o] 22
Al ez 3l =, Ale] Azt 34 AdE A4 A
e Rk G L P i s T s e b S R Ed e e
A At 2ovt FRE 4 9lck

rule ID level description
31151 10 Multiple web server 400 error codes from same source ip
31104 6 Common web attack
31516 6 Suspicious URL access
31164 6 SQL injection attempt
31515 6 PHPMyAdmin scans (looking for setup.php)
31103 6 SQL injection attempt
31105 6 XSS (Cross Site Scripting) attempt
http 31106 6 A web attack returned code 200 (success)
31508 6 Blacklisted user agent (known malicious user agent)
31162 10 Multiple web server 500 error code (Internal Error)
31533 10 High amount of POST requests in a small period of time (likely bot)
30107 6 Code Red attack
31152 10 Multiple SQL injection attempts from same source ip
30117 10 Invalid URI, file name too long
30116 10 Multiple Invalid URI requests from same source
5551 10 Multiple failed logins in a small period of time
5712 10 SSHD brute force trying to get access to the system
sshd 5706 6 SSH insecure connection attempt (scan)
5703 10 Possible breakin attempt (high number of reverse lookup errors)
5758 8 Maximum authentication attempts exceeded
2502 10 User missed the password more than one time
3301 6 Attempt to use mail server as relay (client host rejected)
3302 6 Rejected by access list (Requested action not taken)
mail 3357 10 Multiple SASL authentication failures
3353 10 Multiple attempts to send e-mail from invalidfunknown sender domain
3355 10 Multiple attempts to send e-mail to invalid recipient or from unknown sender domain
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Mail HH]é_Oﬂ H]%H O'SBH X_J'%oﬂg,:_ %:TL%]—E— %’—Z‘,o] %agl.ejé% S?;?sii}cs%o?l u(nsi(S]iIeDzutackers (SSHD)
Al 319 )& SSHD7F (A o7 e 7S 3
Q1&g 4= giek. SSHD Afu]2eef i3k "= HTTP Afw] mean std 2%
2ol wla) ok 1650 Wskek 7} ks e 4] meld | 10 0.3 !
357} weke-o- oulgl) HTTP Au]2ol tigt 24 duration 9.2e+05 2.5e+06 0
A shte] ZAzP) oF 4.06W k=R blocks 13.29 164.20 1
SSHD-= °f 12.123] zshs]e] <f 2,984 wsirk SSHD 0 [ o
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E5 34 8
Table 5. Summary of attacks
. sshd(%) http(%) mail(%)
service
non-Cross Cross non-Cross
total blocks 73,809 4,471 619
unique attackers 6,085 1,101 322
single block 6,084(8.2) 1,292(28.9) 2,436(54.4) 325(52.5) 327(53.8)
multiple blocks 67,724(91.8) 3,179(71.1) 2,035(45.6) 294(47.5) 202(47.2)
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Table 7. Statistics of unique attackers (HTTP)
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Table 10. Inter-block intervals (seconds) per rule ID (HTTP)

rule ID type blocks mean (s) min (s) 25% (s) 50% (s) 75% (s) max (S)
31104 cross 1201 337,410 0 662 7,255 60,689 14,604,050
non-cross 878 968,812.6 609 4,587 152,368 517,945.25 18,116,492
s Cross 1073 316,712.7 0 324 677 32,401 15,429,430
Non-cross 545 1,197,407 617 636 55,841 1,567,415 14,118,170
GGG cross 247 1,682,943 0 19,102 122,681 1,441,129 24,716,554
Non-cross 109 2,624,715 4,086 1,144,602 1,688,190 3,708,058 12,056,000
o Cross 162 344,437 0 640 769 262,050 6,467,853
Nnon-cross 126 538,504 637 745.25 52,171.0 539,052.50 7,229,190
31103 cross 120 10,566.99 0 1 47.5 869 522,323
non-cross 105 17,410 651 2,274 5,890 11,326 522,323
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Table 11. Inter-block intervals (seconds) per rule ID
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Table 12. Attack severity (d) and strength (s)

service | rule ID
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Table 13. Performance comparison
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